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R&C: How would you characterise the 
threat of fraud currently facing companies 
around the world?

Tuddenham: The threat of fraud, and in particular 

international commercial fraud, is ever-present for 

companies doing business around the world. In 

addition to being ever-present, the threat is also 

increasing for those companies that are looking 

to build out into emerging and frontier markets. A 

disproportionately large share of the disputes and 

investigations we see have a nexus to such markets, 

including the MENA region, Russia/the CIS and India. 

These are all jurisdictions of key importance to 

businesses with genuinely global ambitions, but at 

the same time they are jurisdictions which present 

novel risks. The SFO’s investigations into Tata Steel 

and ENRC are two pertinent examples. Fraud is also 

a growing concern for the increasing number of 

industry sectors and businesses that are particularly 

reliant upon data and cyber security for their 

successful operation, as international headlines of 

the past twelve months make clear.

van der Aa: The landscape that companies 

operate in is becoming increasingly complex. 

This complexity brings many challenges and 

opportunities, not just for companies but also for 

those who seek to defraud companies. The fraud 

schemes that we see are becoming more tailored, 

and are therefore more difficult to prevent using 

standard policies and detection mechanisms. Just as 

in any business, the distinction between the digital 

world and the real world is disappearing and fraud 

schemes increasingly involve aspects that would 

traditionally be characterised as cyber crime, as 

well as aspects that have more in common with 

traditional confidence schemes. 

Richards: It is impossible to talk about the threat 

to global businesses in 2017 without mentioning 

cyber crime. In the past year, private healthcare 

provider Bupa, loan provider Wonga and Tesco 

Bank, to name just a few, have all fallen prey to 

cyber criminals looking to exploit their businesses 

for profit. Cyber attacks are often bunched together 

under a single umbrella term, but recent trends in 

the types of attack launched means that small and 

medium sized businesses are now more at risk 

than ever before. When the objective of an attack 

is data breach, it follows that only large businesses 

are usually at risk – those with sizeable banks of 

data that are an asset in themselves. A ransomware 

attack, on the other hand, has an entirely different 

fraudulent motive – the objective being to seize 

and encrypt the target business’ files. The company 

is then required to make a lump sum payment in 

exchange for their release. Using this method, it 

becomes economical for fraud to be conducted on 

a much smaller scale. And attackers have realised 

this too. Thousands of smaller UK businesses, 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...
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including 40 NHS Trusts, were hit by the ‘WannaCry’ 

ransomware attack in May 2017 where each of them 

was subject to a coercive ransom of $300-600 in 

crypto-currency. The threat, therefore, continues to 

evolve and to be significant.

Gill: Companies and organisations will continue 

to face the challenges and risks from 

internal and external fraud. Internal and 

external threats are historically the result 

of opportunistic employees and criminals 

who take advantage of weaknesses and 

vulnerabilities in an organisation’s controls. 

Internal threats are generally manifested 

by employees motivated by greed 

and personal financial crises. External 

threats, particularly from organised 

crime, continue to evolve as these 

organisations are always seeking new 

ways to exploit systems and steal sensitive 

and proprietary data. For example, 10 years ago, 

malicious and aggressive intrusion of company data 

was not a problem but currently this risk continues 

to increase with the development and use of new 

technologies.

Kitching: The current threat of fraud facing 

companies around the world is both severe and 

multi-faceted. The implementation of ever-faster 

digital payment systems has created a new 

platform for use by international fraudsters. In 

particular, the development of new technologies 

has allowed fraudsters to steal and move funds 

with unprecedented speed, and makes it harder for 

authorities to identify, prevent and trace fraudulent 

activity. Highly publicised recent malware attacks 

affecting a wide cross-section of global corporations, 

law firms and governmental institutions, such as the 

WannaCry and Petya ransomware, are a signal of the 

seriousness of this new frontier in international fraud. 

On top of this, growing tensions between Western 

governments and certain foreign regimes also means 

state-sponsored cyber attacks and other fraudulent 

activities remain a serious and real threat. Regardless 

of technological advancements, longstanding issues 

relating to corruption and bribery remain current, 

especially in publicly owned companies. 

Christian Tuddenham,
Jenner & Block London LLP

“In addition to being ever-present, 
the threat is also increasing for those 
companies that are looking to build out 
into emerging and frontier markets.”
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R&C: What have been the most 
significant trends and developments 
shaping fraud investigations and related 
litigation over the past 12 months?

Richards: The occurrence of whistleblowing 

has, for decades, acted as a powerful tool – and in 

certain circumstances, a threat – for kick-starting 

internal or external investigations in the public 

sector. Increasingly, the practice has become crucial 

in private sector investigations. Several of the most 

prominent SFO investigations in recent years would 

not have unfolded in the same way, or happened 

at all, had it not been for an internal whistleblower. 

The ongoing investigation into Barclays Plc’s capital 

raising arrangements with Qatar Holding LLC in 

2008 serves as a striking example of this. And for 

the first time, in July, four ex-directors of Barclays 

were charged with the criminal offence of providing 

unlawful financial assistance. Against this backdrop, 

we have also seen the SFO sharpen its teeth in terms 

of investigatory powers over the last 12 months. It 

was able to persuade the court to make an inroad on 

the wide-reaching English law concept of litigation 

privilege in its case against ENRC in May.

Tuddenham: An evident area of focus, both for 

those intent on committing fraud and those tasked 

with its eradication, has been data and cyber security 

weakness. This is only going to become more 

important over the coming 12 months and beyond. 

More generally, technology continues to shape 

investigations in all sorts of ways. Examples of this 

include the ongoing development and application 

of powerful data processing tools to assist in large 

scale documentary and information review exercises, 

and the use of forensic accounting programmes to 

search for and identify suspicious transactions within 

huge datasets. A good example of this is the reported 

use by the SFO of the new AI RAVN technology to 

support its investigation into Rolls-Royce. However, 

our own view is that the benefits offered by these 

sorts of technological advances are almost inevitably 

diluted by the existing criminal and civil disclosure 

rules, which simply have not kept pace with the 

changing technological landscape. Electronic 

storage and retrieval means that vast – sometimes 

unmanageable – volumes of material now fall 

within the scope of the Criminal Procedure and 

Investigations Act 1996 and the Civil Procedure Rules 

Part 31. There is a clear need for procedural reform 

if the potential benefits of AI are going to be realised 

fully. The other side of the coin is, of course, that as 

more and more information is stored electronically, 

and more and more business is conducted online, 

fraudsters will inevitably look to exploit hitherto 

unavailable or unknown technological vulnerabilities.

Gill: Technology and data analytics continue to 

be integral tools to monitor and detect fraudulent 

activity. Firms and clients are increasingly expecting 

6 RISK & COMPLIANCE Oct-Dec 2017 www.riskandcompliancemagazine.com
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the incorporation of these resources to more 

efficiently analyse information. What used to 

be considered traditional and reliable forms of 

investigative techniques to identify and isolate 

fraudulent transactions and tracing assets are no 

longer sufficient by themselves. Forensic accounting 

professionals need to quickly identify the indicia of 

the fraudulent activity and continue with 

a comprehensive and targeted analysis of 

clients’ systems to identify transactions 

with matching characteristics. Additionally, 

it is critical for firms to continuously 

update their risk assessment procedures 

to address the developing risks for new 

types of fraud. Monitoring types and 

patterns of fraud through information 

disclosed by law enforcement and by 

similar companies in the same industry 

is critical. It helps organisations update 

and tighten controls to build defences in a 

rapidly changing environment.

Kitching: It is impossible to ignore the continuing 

ramifications of the leak of documents from the 

Panamanian law firm and corporate service provider 

Mossack Fonseca known as the ‘Panama Papers’. 

The papers provide a treasure trove of information 

which can be drawn on by investigators and litigants 

alike, seeking to unravel the structures, links and 

assets of those entities or individuals committing 

corporate fraud, tax evasion or money laundering. 

While the full implications on fraud investigations 

and related litigation is still yet to be felt, documents 

from the Panama Papers are already being referred 

to in judgments in the English High Court, for 

instance in the recent judgment of Mr Justice 

Teare in Medsted Associates Limited v. Canaccord 

Genuity Wealth (International) Limited. Furthermore, 

investigations and cases brought against several 

high profile political figures, such as former Pakistani 

prime minister Nawaz Sharif, as a direct result of 

information procured from the Panama Papers, 

remain ongoing, and more investigations seem likely 

to follow. 

van der Aa: The fraud cases that parties are faced 

with have become markedly more international. It is 

not uncommon for perpetrators of fraud to organise 

their operations in such a way that, for instance, they 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...
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Jones Day

“The occurrence of whistleblowing has, 
for decades, acted as a powerful tool 
– and in certain circumstances, a threat 
– for kick-starting internal or external 
investigations in the public sector.”
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themselves operate from a country that has lax or 

corrupt law enforcement and the proceeds of their 

operations are funnelled through bank accounts 

in countries where the regulation of banks is not 

yet as focused on detecting and stopping criminal 

behaviour as it is in, for instance, the US and Western 

Europe. To make matters even more complex, 

crypto-currencies make it possible to take funds out 

of the regulated banking system, making the funds 

virtually impossible to trace without the 

help of specialist law enforcement. 

R&C: To what extent are 
technology and data analytics 
helping to detect instances of 
fraud and also assisting asset 
recovery?

van der Aa: Technological expertise is 

an obvious prerequisite for a successful 

first response to fraud schemes that 

involve a cyber component. Additionally, 

new methods of unstructured data analysis can 

give investigators an edge in quickly establishing 

a hypothesis on the means used and the persons 

involved in a fraud scheme, which can save precious 

time in responding to a potential loss of assets. 

Furthermore, as people become more aware of 

the possibilities of monitoring and investigating 

email communications, new tools that analyse 

other types of communication, such as voice data, 

can often yield more results than traditional email 

data analysis – provided that such communication 

is accessible, both from a practical and legal 

perspective. Additionally, other data analytics tools 

can prove invaluable in detecting and investigating 

specialised fraud schemes. For instance, software 

designed to detect and visualise patterns and 

anomalies in structured data, such as data regarding 

trading platforms and benchmarks, can quickly 

focus investigators’ attention on activity of potential 

concern.

Gill: The development and use of technology is 

critical to conduct and improve the efficiency of 

performing the investigation of suspected and actual 

fraudulent activity. However, even though these 

tools greatly assist forensic accountants with their 

analyses, these tools serve only to complement their 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...

Daniel Gill,
Navigant

“In order to build a strong fraud 
detection process, firms should have 
a clear understanding of historical 
events and how their industry has been 
previously victimised.”
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work and cannot replace their investigative skills 

and knowledge of trends and methods of fraudulent 

activity.

Kitching: Technology and data analytics are 

important tools in countering the threat of economic 

crime. Fraudsters are constantly adapting and 

changing their behaviour, therefore truly intelligent 

data analysis is required to detect and ultimately 

stop it. Internal control systems often display 

inherent weaknesses, and are not always capable 

of effectively monitoring the sheer number of 

transactions modern global companies face. 

Crucially, one of the advantages of data analytics 

is the ability for the technology to maintain 

comprehensive records of all activities preformed. 

Data and audit logs generated by data analytics can 

provide detailed proof of fraudulent activity, and are 

an invaluable tool for prosecutors and litigants in 

proving that activities were deliberately intended 

to be fraudulent. Anomaly detection software, 

combined with efficient data mining techniques, 

allows investigators to examine all of a victim 

company’s information trails to uncover fraud, where 

traditional auditing methods may not reveal any 

wrongdoing. 

R&C: What advice would you give to 
organisations in terms of building a fraud 
detection model that can analyse the 
behaviour of employees, identify trends 

and function as an effective red flag 
system?

Gill: In order to build a strong fraud detection 

process, firms should have a clear understanding 

of historical events and how their industry has 

been previously victimised. They also need to be 

aware of current trends and techniques. There are 

many resources that report fraudulent activity and 

trends, and these should be carefully monitored. 

Most importantly, firms should update their risk 

assessment to account for ongoing trends and 

risks specifically inherent to their organisation. An 

effective Internal Audit (IA) function is a critical 

resource to test the design and effectiveness of their 

control environment. Controls need to be regularly 

assessed and evaluated for gaps and weaknesses, 

and promptly remediated if gaps and weaknesses 

are identified.

Kitching: The use of data analytics to tackle fraud 

is crucial. In particular, a model which combines 

transaction sampling, the analysis of transactions 

or data chosen at random and repetitive analysis 

techniques would be particularly effective. The 

initial stages of the model, sampling and random 

review, would be designed to identify anomalous 

transactions, whereas repetitive fraud detection 

analysis would include setting up scripts to run 

against the data transactions designed to identify 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...
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and notify of suspicious patterns, and as a result 

will produce periodic notifications when an anomaly 

occurs.

van der Aa: Generic training, policies and 

procedures, such as a four eyes principle for certain 

payments, can help, but can be foiled by groups 

that are willing to invest time and money into a 

fraud scheme. Organisations should assess what 

assets they have that could be lucrative to a criminal 

organisation, such as money, IP and price-sensitive 

information, among others, and how such assets 
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could be obtained. This analysis should inform the 

design of additional controls to protect these specific 

assets and signal unusual behaviour that relates 

to such assets. Furthermore, while it is obviously 

important to invest resources in the prevention of 

an ‘inside man’ fraud scheme designed to defraud 

a company, companies should not forget that not 

all fraudulent employee behaviour is intended to 

bring harm to the company. Violations of law such 

as bribery, environmental violations and forgery are 

often committed by employees that either think 

their behaviour will benefit the company or at least 

that it is unlikely to harm the company, while such 

behaviour can cause massive damage. 

Tuddenham: The modus operandi of any 

fraudster is often specific to his or her environment, 

and the opportunities and weaknesses inherent 

within that environment. It is therefore essential 

for any adviser to understand the operations and 

business model of the organisation in question 

before he or she will be in a position to help design 

protections against potential fraudsters. It is also 

the case that tried and tested methods of fraud will 

frequently be repeated until detected and often fraud 

is only uncovered when new accounting or finance 

systems are implemented, or existing systems 

upgraded. A common mistake is for companies 

to regard the upgrade or replacement of systems 

that appear to be working well as an unnecessary 

expense: time and again, this transpires to be a false 

economy.

R&C: With the nature and scale of 
fraudulent activity having changed 
significantly in recent years, what are the 
main challenges facing those tasked with 
recovering assets on behalf of clients?

van der Aa: The first challenge is often finding 

the assets in time. With transfers of funds taking 

place quicker than ever before, and with crypto-

currencies making it possible to take funds out of the 

regulated banking system as a whole, the traditional 

tracing of individual bank transfers through court 

orders or other judicial means can be too slow 

to catch the funds before they disappear. While 

banks are generally unwilling, and are often not 

allowed, to share information on money transfers 

with a company that claims to be the victim of 

fraud without a court order, providing them with 

compelling evidence that a fraud has taken place can 

sometimes turn such banks into allies in the effort 

to trace and freeze the relevant funds. Authorities 

such as the fraud units of police departments and 

the local financial intelligence unit (FIU) can also 

help in this regard, particularly if they are willing 

to contact their counterparts in other jurisdictions, 

although such authorities can sometimes also prove 

slow and bureaucratic. Once the assets have been 

found, another major challenge can be the actual 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...
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recovery from the party in possession of the funds, 

particularly if such a party is located in a jurisdiction 

with a slow or corrupt legal system. While enlisting 

the help of local investigators and lawyers can help 

address these risks, they are better avoided either 

by prevention or by a fast response after fraud is 

detected.

Tuddenham: So far as international 

commercial fraud is concerned, a 

perennial challenge is the preservation 

and recovery of assets that have been 

placed in jurisdictions which offer or 

facilitate opacity of ownership or which 

present special difficulties to those 

seeking to enforce orders, judgments and 

awards. In appropriate circumstances, the 

English courts will provide those tasked 

with surmounting these challenges with 

a range of tools specifically designed to 

combat sophisticated fraud. One of the 

best known examples of this is the long-established 

jurisdiction of the English court to grant worldwide 

freezing injunctions, but more recently there have 

also been encouraging developments in English 

jurisprudence which strengthen the courts’ powers 

to pierce the corporate veil. Cases such as Yukos 

Capital v. Rosneft and JSC BTA Bank v. Ablyazov 

have seen a welcome preparedness on the part of 

the English courts to look beyond legal or beneficial 

ownership and question who in fact has control of 

the assets in question.

Kitching: Technological advances, while providing 

new means for the recovery of assets, are also 

making it increasingly challenging for prosecutors 

and legal representatives to trace and recover 

assets. The advent of crypto-currencies and the 

rise in global ransomware attacks, often with links 

to state sponsors, adds a new layer of complexity 

to the recovery of assets. As is often the case, 

under-resourced regulatory and prosecuting 

authorities often lack the capability to quickly 

pursue the proceeds of international fraud, which 

can result in slow and ineffective attempts at asset 

recovery. The increasing cost of litigation can also 

be an impediment to effective asset recovery, as 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...

James Kitching,
Fried Frank LLP (London)

“The differences in legal traditions, 
customs and processes can make it 
difficult to coordinate the cross-border 
recovery of assets.”
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companies must always conduct a cost-benefit 

analysis before embarking on a possibly long and 

complex recovery expedition with no guarantees 

of success. The use of nominees, shell holding 

companies in jurisdictions with limited reporting 

requirements, trust structures and the use of bearer 

shares, are the typical means of creating hard to 

follow systems of enabling and hiding fraud and the 

proceeds of fraud. 

Richards: The early 2000s saw the 

internationalisation of fraudulent activity which poses 

significant challenges to those seeking to recover 

assets obtained by fraud on behalf of clients. Before 

this internationalisation, fraudulent gains would often 

be shielded in individual states as fraudsters sought 

to take advantage of the lax money laundering 

controls or strict privacy laws adopted by certain 

countries. It is extremely rare nowadays to find the 

proceeds of large scale fraud to have been spread 

across less than a handful of states. This poses 

challenges as lawyers and fraud enforcement bodies 

have to coordinate investigations through a variety of 

different legal jurisdictions and political landscapes 

and freeze or recover those assets before they are 

moved elsewhere. More recent developments have 

posed further difficulties as criminals seek to take 

advantage of the rise in alternative currencies; the 

best known being bitcoin. Using these alternative 

currencies allows fraudsters to keep funds 

anonymously and outside of the traditional banking 

system, which makes it very difficult to both trace 

and seize the funds.

Gill: The biggest impediment to the recovery of 

assets is the availability of the most effective tools to 

trace assets. Public record databases are a valuable 

tool for developing leads but have significant 

limitations and are not consistently available 

across all US and foreign jurisdictions. Counsel and 

investigators must have access to discovery tools 

such as subpoenas and court orders to obtain 

records from financial institutions and other parties, 

to properly trace assets and develop a financial 

profile for the subjects under investigation.

R&C: In what ways can the legal and 
regulatory landscape present challenges 
to those seeking to pursue, secure and 
preserve information and assets, often in 
a number of jurisdictions?

Kitching: There is no uniform approach to asset 

tracing and recovery. As a result, the differences in 

legal traditions, customs and processes can make it 

difficult to coordinate the cross-border recovery of 

assets. In addition to this, some jurisdictions remain 

reluctant to improve their systems for monitoring 

and preventing money laundering. The Financial 

Action Task Force, for example, maintains a list of 

countries defined as ‘high risk’ or ‘non-cooperative’ 

for the purposes of preventing money laundering. 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...
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Surprisingly, none of the traditional offshore 

jurisdictions are cited on this list. At the same time, 

however, the desire to maintain privacy in the 

traditional offshore jurisdictions itself hinders the 

process of asset recovery. In the British Virgin Islands, 

for example, there are very few company documents 

held on public record and these rarely provide 

any details relating to the beneficial owners of the 

company. Often, the only way to obtain information 

on companies domiciled in the BVI is through the 

expensive process of action brought directly against 

the company’s registered agent, which itself may 

prove fruitless.

Richards: In an international and interconnected 

world economy, the lack of a single regulatory regime 

allows individuals to take advantage of gaps that 

exist between individual jurisdictions. The lack of 

true global cooperation in asset recovery makes the 

task of recovering the proceeds of fraud extremely 

difficult. Today, with the ease at which people can 

operate across different states via the internet and 

move assets around the globe, until there is a single 

legal regime pursuant to which information about 

fraudulent activity can be obtained quickly and the 

proceeds of fraud frozen, there will always be gaps 

in the effectiveness of the recovery solution. We seek 

to mitigate these challenges by ensuring claims are 

brought before the courts within the jurisdiction that 

best facilitates the tracing of fraudulently obtained 

assets and where possible before the courts of 

England and Wales to take advantage of the full 

range of remedies and enforcement tools available 

here and the steps that can then be taken abroad.

Gill: The legal and regulatory landscape presents 

many obstacles to those seeking to pursue, secure 

and preserve information and assets, particularly 

across jurisdictions. Privacy laws are different from 

state to state and country to country. To be effective, 

counsel needs to understand what information and 

assets can be obtained and how to obtain them. 

Most financial institutions cannot disclose financial 

records without a subpoena or court order, so 

knowledge of this process is essential.

van der Aa: An investigation of a potential fraud 

case almost always requires the gathering and 

assessment of information to which various data 

protection and employment law related rules apply. 

While such rules, particularly those regarding data 

protection, have long not had the full attention of 

companies, many European countries have recently 

increased the penalties for the violation of such rules 

and have stepped up their efforts to investigate and 

penalise violations. While such rules seldom make 

an investigation impossible, they can lead to serious 

constraints on the investigative methods that can be 

applied and on the means by which the investigation 

can be kept confidential, particularly if a company 

does not have an ‘investigation infrastructure’ in 

place that has been tested to comply with the 

FRAUD, ASSET TRACING AND RECOVERY: INTERNATIONAL...
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applicable legislation in the various jurisdictions 

where the company operates. In this regard, solid 

preparation before a fraud case arises can definitely 

make it easier to avoid many of the challenging 

regulatory constraints that a company faces when 

conducting a fraud investigation.

R&C: What steps may be 
taken to pursue recognition and 
enforcement of judgments in 
asset recovery? In particularly 
challenging jurisdictions, how can 
parties increase the chances of a 
successful outcome?

Richards: The courts of England and 

Wales provide numerous mechanisms 

which can be deployed worldwide to 

ensure judgments can be enforced and 

assets recovered. This includes disclosure orders, 

search orders, domestic and worldwide freezing 

injunctions, and the appointment of receivers, all 

of which can be deployed both prior to obtaining a 

judgment or post-judgment so as to maximise the 

chances of successful enforcement of a judgment 

in a recovery claim. The appointment of receivers 

can be a particularly useful tool as they are typically 

afforded extensive powers to access documentation 

and assets which a standard claimant may struggle 

to obtain. This can be particularly effective when 

assets are held, or are thought to be held, in opaque 

offshore structures, in challenging jurisdictions or are 

not registered in the defendant’s name, for example 

assets which a defendant may not necessarily have 

to disclose in response to a standard asset disclosure 

order. Essentially, if a claimant or judgment creditor 

can demonstrate that a defendant retains de facto 

control over those assets, the court has jurisdiction 

to order the appointment of an equitable receiver 

over those assets, thereby preserving the value of 

the assets.

Tuddenham: Parties are almost always well 

advised to include governing law and jurisdiction 

clauses within their contractual documentation, as 

well as properly crafted dispute resolution clauses 

that will assist in the determination of the proper 

jurisdiction and forum in the event that things go 

wrong. Such clauses do not, of course, guard against 
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fraud itself, but they can help ensure that the victim 

of fraud is able to issue proceedings in a favourable 

jurisdiction – by which we mean a jurisdiction with a 

sophisticated and reliable legal system; a jurisdiction 

which offers extraterritorial reach via internationally 

enforceable interim measures, judgments and 

awards; and, ideally, a jurisdiction where most or all 

of the assets are located. Advice on the extent to 

which asset identification and preservation measures 

may be available, such as search and seizure orders, 

freezing or attachment orders, charging orders and 

third-party debt orders, and the scope to appoint 

receivers, ought to be obtained at the earliest 

reasonable opportunity. When seeking to enforce in 

those jurisdictions which are traditionally regarded 

as more challenging – and for the same reason, 

often jurisdictions of choice for the fraudster – it is 

also particularly important to retain competent local 

counsel, and to ensure that they have the capacity 

and the expertise to take a substantive and proactive 

role. We advise our clients to work with local partners 

who can offer more than simply a post-box service.

Gill: Every country is different in terms of the 

types of legal processes and the requirements 

for recognising and enforcing extraterritorial 

judgments. Forensic accounting professionals 

and counsel should develop relationships through 

their international offices and strategic partners to 

leverage their knowledge and familiarity of the courts 

and unique laws and procedures in various countries. 

This will greatly enhance their ability to perfect the 

judgment and successfully seize assets in other 

countries.

van der Aa: In our experience, the problem of 

enforcing judgements is becoming more prominent. 

As fraud becomes more international, fraud 

organisations themselves also become more mobile 

and are not seldom operating from or through 

countries where the legal system is less reliable or 

near to non-existent. We have even experienced 

instances where the perpetrator was almost certainly 

linked to a semi-state actor, which can make the 

expectation of local recognition and cooperation 

understandably low. There is no easy solution to this 

problem, except by acting quickly and preventing 

assets from being moved to a problematic 

jurisdiction. This is obviously not always possible and 

if the assets have been moved, one way to increase 

the chances of success is to engage the support of 

law enforcement. 

Kitching: The steps taken to pursue the 

recognition and enforcement of judgments vary from 

jurisdiction to jurisdiction. An international strategy of 

enforcement is usually necessary in order to increase 

the likelihood of a successful outcome. Within the 

EU, the Brussels Regulation permits the speedy 

and effective enforcement of judgments obtained 

from one Member State in other Member States. 

This reduces the likelihood of difficulties arising 
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within the EU. Outside the EU, English judgments are 

widely recognised and enforced in the majority of 

offshore jurisdictions which, similarly to English law, 

permit the judgment creditor to rely on a number 

of different forms of relief, including freezing orders, 

receivership orders and third-party debt orders, in 

order to ensure maximum recovery. At the same 

time, however, in order to improve the likelihood 

of success in these jurisdictions it is advisable to 

instruct and retain private investigators in order to 

ensure that an accurate picture of a debtor’s assets 

can be maintained.

R&C: How do you envisage the fraud, 
asset tracing and recovery environment 
unfolding over the coming months and 
years? Are there any specific trends you 
expect to see?

Kitching: There has been an increase in cyber 

crime in recent years as fraudsters are using 

developments in digital technology to commit new 

and diverse forms of fraud. As a result, the UK 

government, for example, has committed to invest 

£1.94bn over the next five years in order to combat 

cyber fraud. This increasing focus on cyber fraud, 

as opposed to ‘traditional’ forms of fraud, such as 

mismanagement, corruption and money laundering, 

is likely to impact on the legal landscape as larger 

organisations are increasingly affected by such cyber 

schemes and seek to recover the sums lost by them 

as a result. This, in turn, is likely to have an effect 

on the methods used by and in the courts to trace 

assets with the result, no doubt, that new remedies 

and forms of relief will become available to judgment 

creditors as they seek to enforce judgments abroad.

Gill: Efforts will continue to be more complex 

and challenging. Technology will continue to play an 

increasingly important factor as both a threat and a 

resource. New technologies create new potential for 

criminals and will require organisations to be diligent 

and develop their own technology to combat these 

risks. The technology will also require incorporation 

of skilled investigative and technology professionals 

to properly design and implement the technology. 

Firms must also continue to stay informed for 

developing trends and criminal activity reported by 

law enforcement and other firms in their industry.

van der Aa: One of the developments that we 

expect to continue in the coming period is the 

increasing sophistication of the various actors. As 

connectivity, digital communication and the speed 

of settlement of international transactions increase, 

so do the potential gains from a sophisticated fraud 

scheme. On the other end of the spectrum, many 

countries are making significant developments in 

the sophistication of specialised law enforcement 

agencies, and such agencies are becoming more 

experienced in dealing with international fraud cases. 

On the business side, we also expect sophistication 
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to increase through the use of more advanced fraud 

prevention and detection software, particularly in 

the financial sector. All in all, we expect the efforts 

related to the prevention, detection and response to 

fraud to continue to increase.

Richards: We foresee a continuation of the 

existing trend toward the use of third-party funding. 

As English courts and lawyers alike are becoming 

increasingly comfortable in dealing with third-party 

funding agreements, their popularity has grown 

across all types of litigation. Asset tracing matters are 

obviously appealing to funders as a successful claim 

is likely to present the prospect of recovery of a large 

sum of damages and therefore a high percentage 

remuneration fee for the funder. However, given 

that an urgent application for a freezing injunction is 

often the starting point for an asset-tracing claim, it 

is often not practicable for a funding agreement to 

be negotiated at the outset. Despite this, recovery 

cases are still suited for funder involvement, once 

an application has been granted, as in light of the 

scrutiny the court will give to any freezing injunction 

application, an applicant’s success at this stage is 

likely to satisfy the funder that the recovery claim 

has merit. Aside from that, we expect to see a 

continuation of the types of cases that we have seen 

over recent years, albeit new jurisdictions are likely 

to come to the forefront in their fight against fraud 

and corruption that has been ongoing for many years 

within those countries. RC&  
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